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creates a number of registry entries to store the path
of the encrypted files and run every time the
computer restarts. It encrypts files with particular
extensions on the computer and creates additional
files with instructions on how to obtain the decryption
key. This threat family attempts to convince the user
to pay money in order to get the key to unlock their
files. It uses a variety of different techniques in order
to encourage the user to pay the ransom. More
information on Trojan.Cryptowall is available in the
threat family writeup. Best Practices IT Security
ThreatsWith the rapid rise in the number of malware
attacks it’s harder than ever to prevent machines
from getting infected. But have you done everything
you can do? Have you done the things you must do to
stay protected? Following some simple best practices
can make a tremendous difference in improving your
protection. Symantec has assembled a set of best
practices for today’s threat landscape. Use these
recommendations to know what you must, should and
can do to protect your endpoints from malware. Want
to go further and really beef up protection on your
endpoint machines? Symantec Endpoint Protection
has a feature called Application and Device Control
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IaaS cloud could put your data at risk Security
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closer attention to the cloud as more data moves to
this environment. Infrastructure-as-a-service (IaaS) is
one of the most prevalent cloud computing models
and allows administrators to remotely provision
underlying IT infrastructure on demand. During our
research, we found many issues with how the security
of IaaS environments was managed. One of the main
issues was incorrectly configured access permissions
that allowed anyone to access sensitive information
stored in the cloud. You can read the full details of our
research into the security of IaaS environments in our
whitepaper. View the full set of Symantec Security
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to have the files decrypted. The threat typically
arrives on the affected computer through spam
emails, exploit kits hosted through malicious ads or
compromised sites, or other malware. Once the
Trojan is executed on the compromised computer, it
creates a number of registry entries to store the path
of the encrypted files and run every time the
computer restarts. It encrypts files with particular
extensions on the computer and creates additional
files with instructions on how to obtain the decryption
key. This threat family attempts to convince the user
to pay money in order to get the key to unlock their
files. It uses a variety of different techniques in order
to encourage the user to pay the ransom. More
information on Trojan.Cryptowall is available in the
threat family writeup. Best Practices IT Security
ThreatsWith the rapid rise in the number of malware
attacks it’s harder than ever to prevent machines
from getting infected. But have you done everything
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to go further and really beef up protection on your
endpoint machines? Symantec Endpoint Protection
has a feature called Application and Device Control
that gives you additional tools to protect your
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available here. White Paper Spotlight: Mistakes in the
IaaS cloud could put your data at risk Security
researchers and cybercriminals have started to pay
closer attention to the cloud as more data moves to
this environment. Infrastructure-as-a-service (IaaS) is
one of the most prevalent cloud computing models
and allows administrators to remotely provision
underlying IT infrastructure on demand. During our
research, we found many issues with how the security
of IaaS environments was managed. One of the main
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